BE INTERNET ALERT
Lesson summary It’s important for children to understand that online content isn’t always honest or reliable, and is sometimes even deliberately designed to steal personal information. The activities in this lesson help give children the skills to stay safe online by spotting the clues that something may be suspicious, misleading or a scam. 

Print page 3-4 and handout 1 between 2
Focus on page 3
Here are some more questions to ask yourself when assessing messages or sites you find online:
· Does this message look right? What’s your first instinct? Do you notice any untrustworthy parts?
· Is the email offering you something for free? Free offers usually aren’t really free.
· Is it asking for your personal information? Some websites ask for personal information so they can send you more scams. For example, a ‘personality test’ could be gathering facts to make it easy to guess your password or other secret information.
· Most real businesses, on the other hand, won’t ask for personal information over email.
· Is it a chain email or social post? Emails and posts that ask you to forward this to everyone you know can put you and others at risk. Don’t do it unless you’re sure of the source and sure the message is safe to pass on.
· Read the fine print. At the bottom of most documents you’ll find the fine print. This text is tiny, and often contains the stuff you’re supposed to miss. For example, a headline at the top might say ‘you’ve won a free phone’, but in the fine print you’ll read that you actually have to pay that company £200 per month.
Focus on page 4
What is this phishing thing anyway?
Phishing in the online world (not to be confused with ‘fishing’ with an ‘f’) is when someone tries to steal information like your login or account details in an email, text, or other online communication by pretending to be someone you trust. Phishing emails — and the unsafe sites they try to send you to or the downloads and attachments they try to get you to open — can also put viruses on your computer that use your contacts list to target your friends and family with more phishing emails. Other scams might try to trick you into downloading malware or unwanted software by telling you that there’s something wrong with your device. Remember:
· A website or ad can’t tell if there’s anything wrong with your machine!
· Some phishing attacks are obviously fake. But others can be sophisticated and convincing. For instance, when a scammer sends you a message that includes some of your personal information, it’s called ‘spear phishing’, and it can be very effective.
· It’s important to know how to spot anything odd or unusual in emails and texts early, before you click on questionable links or enter your password on risky websites. Here are some questions to ask when you’re assessing a message or site:
· Does it include the indicators of a trustworthy site, such as badges?
· Does a siteʼs URL match the name and title youʼre looking for?
· Are there any pop-ups? (Theyʼre often bad news.)
· Does the URL start with ‘https://’ preceded by a green padlock? (That means the connection is encrypted and secure.)
· What’s in the fine print? (That’s where they put the sneaky stuff.)

And what if you do fall for a scam? Start with this: Don’t panic!
Tell your parent, teacher, or another trusted adult right away. The longer you wait, the worse things could get.
Change your passwords for online accounts.
Let any friends who might be targeted as a result know.
Use settings to report the message as spam, if possible.


Group Discussion,  ask each group to discuss a scenario, using the sheet to guide discussion


1. Is this real or fake?


Real	Fake















2. Is this real or fake?


Real	Fake













3. Is this real or fake?


Real	Fake















1. Is this real or fake?


Real	Fake

























2. Is this real or fake?


Real	Fake

image4.png
Boq





image94.png
COMminle




image5.png
'mportant information about your membersnip




image6.png
Owl Cinemas<memberships@owlcinemas-example.co.uk=




image7.png
L )ear




image8.png
Jonn,




image9.png
A DIg Thank You from Owl Cinemas for your Unlimited
membership so far with us.




image10.png
We are writing to remind you that your initial 12-month
membership with us is almost complete. We hope that youl
have had an amazing year of film at Owl Cinemas. And
because you've been such a loyal member, we'll shortly be
upgrading you to our premium membership at no
additional cost!




image11.png
Please check and update your detalls online now to ensure
that you benefit from all of the perks of our premium
membership.




image12.png
The Ow Cinemas [eam




image13.png
& Emadl
€ > C @ https/mail.internaut.com/mail/u/0/#inbox




image14.png




image15.png
From:





image16.png
Boq





image17.png
'mportant information about your membersnip




image18.png
Owl Cinemas<memberships@owlcinemas-example.co.uk=




image19.png
L )ear




image20.png
Jonn,




image21.png
A DIg Thank You from Owl Cinemas for your Unlimited
membership so far with us.




image22.png
We are writing to remind you that your initial 12-month
membership with us is almost complete. We hope that youl
have had an amazing year of film at Owl Cinemas. And
because you've been such a loyal member, we'll shortly be
upgrading you to our premium membership at no
additional cost!




image23.png
Please check and update your detalls online now to ensure
that you benefit from all of the perks of our premium
membership.




image24.png
The Ow Cinemas [eam




image25.png
A dnternaut Docs
€3 0 ®www.dlcs.interndut.co.uk




image26.png




image27.png




image28.png
A dnternaut Docs
€3 0 ®www.dlcs.interndut.co.uk




image29.png




image30.png




image31.png
B Donuts & mons

€5 O @ https//www.donutsandmoreshop.co.uk




image32.png




image33.png




image34.png




image35.png
B Donuts & mons

€5 O @ https//www.donutsandmoreshop.co.uk




image36.png




image37.png




image38.png




image39.png




image40.png
m https://internaut.mail.com/mail/u/0/#inbox




image41.png
Subject:




image42.png
From:




image43.png
Body:




image44.png
Great Opportunity my frienc




image45.png
Robin<robin{@robin-hood-example.co.uk=




image46.png
Dear Friend.

My name is Robin and | am a teacher from the town of
Nottingham. | am teaching a massive group of students
and | believe that | make a lot of a difference in the lives of
these children. Unfortunately, the mayor of the town has
been overcharging me on my taxes. As you know, teachers
are never meant to be paying this much tax because we
are not being paid well. | am due to inherit a huge amount
of money (over 5 million pounds) and | don't want the
sheriff to get it




image47.png
You have always been a good friend to me so | want to
keep the money in your bank account until after tax period.
As a reward, | am willing to leave you T million pounds. This
is such a good deal and only for you my friend. Please
send me your complete bank details so that | can put this
money in your account.




image48.png
Your good friend for ever,




image49.png




image50.png
| Oxley




image51.png




image52.png
m https://internaut.mail.com/mail/u/0/#inbox




image53.png
Subject:




image54.png
From:




image55.png
Body:




image56.png
Great Opportunity my frienc




image57.png
Robin<robin{@robin-hood-example.co.uk=




image58.png
Dear Friend.

My name is Robin and | am a teacher from the town of
Nottingham. | am teaching a massive group of students
and | believe that | make a lot of a difference in the lives of
these children. Unfortunately, the mayor of the town has
been overcharging me on my taxes. As you know, teachers
are never meant to be paying this much tax because we
are not being paid well. | am due to inherit a huge amount
of money (over 5 million pounds) and | don't want the
sheriff to get it




image59.png
You have always been a good friend to me so | want to
keep the money in your bank account until after tax period.
As a reward, | am willing to leave you T million pounds. This
is such a good deal and only for you my friend. Please
send me your complete bank details so that | can put this
money in your account.




image60.png
Your good friend for ever,




image61.png




image62.png
| Oxley




image63.png




image1.png
& Emadl
€ > C @ https/mail.internaut.com/mail/u/0/#inbox




image64.png
1 Internaut Accounts




image65.png
HI, 1S that really you




image66.png
O http://www.internautaccounts.com-genuine-login.co.uk/




image67.png
It looks like you're signing in to your account from a new location
Just so that we know this is you — and not someone trying to hijack
your account — please complete this quick verification. Learn more
about this additional security measure.




image68.png
Choose verification method




image69.png
Confirm my phone number:




image70.png
Internaut mail wi | check It this Is the same phone number
we have on file—we don't send you any messages




image71.png
Confirm my recovery email address:




image72.png
Internaut mail will check It this Is the same emaill address
we have on file —we won't send you any messages.




image73.png
Ent:

er full phone number





image2.png




image74.png
Enter full email address





image75.png
INnternaut Accounts




image76.png




image77.png




image78.png
COMminle




image79.png




image80.png
1 Internaut Accounts




image81.png
HI, 1S that really you




image82.png
O http://www.internautaccounts.com-genuine-login.co.uk/




image83.png
It looks like you're signing in to your account from a new location
Just so that we know this is you — and not someone trying to hijack
your account — please complete this quick verification. Learn more
about this additional security measure.




image3.png
From:





image84.png
Choose verification method




image85.png
Confirm my phone number:




image86.png
Internaut mail wi | check It this Is the same phone number
we have on file—we don't send you any messages




image87.png
Confirm my recovery email address:




image88.png
Internaut mail will check It this Is the same emaill address
we have on file —we won't send you any messages.




image89.png
Ent:

er full phone number





image90.png
Enter full email address





image91.png
INnternaut Accounts




image92.png




image93.png




